Ryan White Part A
F5 VPN Installation and Login Instructions

[bookmark: _GoBack]Connecting to Maricopa
The objective of the F5 VPN Portal is to create a connection for providers to access the Central CAREWare.  
Remote access to Maricopa County intranet resources is available via 2 different connection methods.  A software client offers access to county resources directly from your desktop, while a web-based portal is available enabling you access through a browser.  Both are fully supported on Windows, Apple, and Linux operating systems.  
Remote access security is handled via your Active Directory credentials (username and password used to log in to the Maricopa County network), and a passcode available through a durable hardware token, or software based token from your smartphone (*currently only iPhone, and Android software-based tokens are supported).
No matter which method you use to connect to Maricopa, your computer MUST have current, up to date anti-virus protection installed. You will be prompted to install or update your anti-virus software if it is determined that it is needed and you will not be able to connect until anti-virus software is installed and up-to-date.


First time use:
Open your web browser and go to the below link: 

https://connect.maricopa.gov

Setting a PIN code for your VPN Token
The first time you use a VPN Token, it is necessary to set a PIN code.  The code you set is unique to the token you set it for.  If you have multiple tokens, each will have its own unique PIN code (it is possible to set the same PIN code for multiple tokens).
· Once the connection is established, a window will appear where you will be required to enter your credentials.
[image: C:\Users\root\Desktop\VPN Instructions\rsatoken.png]             [image: ]Password01 [first time use only]
Enter your EGOV\username
Enter RSA Token code


	· You will be prompted to create a PIN for the token. Type ‘y’ in the box and click ‘Logon’.
	
	· Enter your desired PIN in the next window and click ‘Logon’
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· After successfully creating the PIN code you will be prompted to enter a new PASSCODE
· Your PIN code and your Token code combine to form the passcode you will use to login.

[image: ]
· The PASSCODE will consist of your PIN followed by the numbers generated by your token.

· In the field, enter your VPN Passcode 
(This is your PIN number followed by your Token code).  

[image: ] 
  [1234][5555555]   =   [PIN][TokenCode]
 				     *No spaces

· You are now authenticated and connected to the county network.


Full Desktop Client (Required for Ryan White Users)
Installing and using the software client is the simplest way to ensure full access to county resources.
· Ryan White users should download the Windows client by clicking on the link below, or going to ftp://ftp.maricopa.gov/Get.From.Maricopa/Normal.Downloads/BIGIPEdgeClient-windows.exe :
	
	Windows
	

	
	[image: C:\Users\root\Desktop\VPN Instructions\Windows Logo.png]
	



[image: ]Installing the Full Client on a Windows workstation
· Upon completing the download, launch the installation package.

· The Install is straightforward and requires no input, just click ‘Next’, ‘Install’, and wait while the necessary components are loaded.
[image: ][image: ][image: ]     [image: ]     [image: ]
· Finally, click ‘Finish’ and you will be prompted to restart your computer.  This is necessary to finalize the installation.
[image: ][image: ][image: ]

Configuring the VPN Client.
· After completing the installation and restarting your computer, the VPN Client will be available in your ‘Start’ Menu and will be named: “BIG-IP Edge Client”.
· Launch the BIG-IP Edge Client from your start menu
[image: ]

*The first time you establish your VPN connection, you may be prompted to select your VPN server.  In the “‘BIG-IP Edge Client’->’Select server’” box, enter:  connect.maricopa.gov and click ‘Next’. 

**This is only necessary the first time you launch the client and you will not be prompted on subsequent connections.
[image: ]
If the edge client does not automatically launch, click the start menu and select BIG-IP Edge Client once again to connect to Maricopa County.

· To establish your connection, to Maricopa County, click the ‘Connect’ Button in the client window.
[image: ]
[image: ]This will create a connection to the Maricopa County VPN Servers 



· Once the connection is established, a window will appear where you will be required to enter your credentials.


[image: ]In the ‘Domain\Username’ field, enter your Active Directory username (similar to what you enter for Outlook Web Access).  For Ryan White contractors, your Domain is ‘egov’, without the quotes.  Example: 
“EGOV\ExampleUser”

In the ‘Password’ field, enter your Active Directory password provided to you, Password01 (zero one).  You will be prompted to change this once you are connected to the County Network.

In the ‘Access Token’ field, enter your VPN Passcode 
(this is your PIN number followed by your Token code).  
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 	     [1234][5555555]   =   [PIN][TokenCode]
			       	*No spaces


Subsequent Use
Open your web browser and go to the below link: 

https://connect.maricopa.gov

Logging into the Portal
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[image: ]The same login process used for access to the full VPN client is used to connect to the Web Based Portal.
 
In the ‘Domain\Username’ field, enter your Active Directory username (similar to what you enter for Outlook Web Access). Example: 
“EGOV\ExampleUser”

In the ‘Password’ field, enter your Active Directory password (the password you use to log into your Maricopa County workstation).

In the ‘Access Token’ field, enter your VPN Passcode 
(this is your PIN number followed by your Token code).  
[image: ]
[1234][5555555]   =   [PIN][TokenCode]       				  *No spaces
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Welcome to the BIG-IP Edge
Client Setup Wizard

The Setup Wizard will install BIG-IP Edge Client on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.
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Ready to Install
The Setup Wizard is ready to begin the installation

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.
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Installing BIG-IP Edge Client

Please wait while the Setup Wizard installs BIG-IP Edge Client. This may take
several minutes.

Status: Creating shortcuts
—
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You must restart your system for the configuration

made to BIG-P Edge Clent to take effect. Cick
Yes to restart now or No f you plan to manualy restart
late.
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Completing the BIG-IP Edge
Client Setup Wizard

Click the Finish button to exit the Setup Wizard.
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