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and chain of custody is documented.

MCSO will monitor and report case turnaround 3
times and track case report distribution.
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MCSO will immplement periodic access reviews 7
for Crime Lab facilities.



Background The MCSO Crime Lab Division provides technical assistance in
criminal investigations. The Division consists of Crime Lab and
Firearms Lab. The Firearms Lab houses a collection of firearms
that are used in forensic tests (reference collection).

Objectives To determine that:

e Crime Lab maintains the chain of custody of evidence in
accordance with MCSO policy.

e Case management controls ensure the timely completion
and appropriate documentation and reporting of casework.

e Controls over the Firearms Lab reference collection ensure
that firearms are protected against damage, loss, theft, and
unauthorized use.

e Access to and within the Crime Lab Division is limited to
authorized personnel.

Scope The testing period was 1/1/2014 through 10/20/2015. To perform
this audit we interviewed MCSO management and employees,
observed processes, reviewed relevant information and
documentation, and performed an inventory of the Crime Lab
firearms cache.

Standards This audit was approved by the Board of Supervisors and was
conducted in conformance with International Standards for the
Professional Practice of Internal Auditing. The specific areas
reviewed were selected through a formal risk-assessment
process.

Auditors Toni Sage, Audit Manager, CIA, CGAP, CRMA, MBA
Stacy Aberilla, Senior Law Enforcement Auditor, MPA, CGAP
Jenn Siglienza, Senior Law Enforcement Auditor, CPA, MAcc
Dan Ng, Senior Auditor, MPA

This report is intended primarily for the information and use of the County Board of
Supervisors, County leadership, and other County stakeholders. However, this report is
a public record and its distribution is not limited.

We have reviewed this information with Sheriff's Office management. The Action Plan
was approved by Jerry Sheridan, Chief Deputy, on March 10, 2016.

If you have any questions about this report, please contact Toni Sage, Audit Manager, at
602-372-1004.



Audit Results

Issue #1: Chain of Custody

Observation: The Crime Lab does not maintain chain of custody in accordance with
MCSO Policies GJ-4 Evidence Control and GJ-5 Crime Scene Management.
Specifically, the Crime Lab does not: (1) appropriately secure evidence, (2) immediately
enter evidence into the tracking system, and (3) adequately document who had custody
of evidence and when. Documentation was missing or incomplete for 85 of 91 (93%)
evidence items reviewed.

MCSO'’s Crime Lab Division located all 30 evidence items that we randomly selected for
inspection; however, 16 were not appropriately secured.

Conclusion #1A: Chain of custody documentation needs improvement.

Recommendations MCSO Action Plan

1A-1 Update the Crime Lab Concur — in progress
Operations Manual to incorporate
chain of custody documentation
requirements as set forth in MCSO
Policy GJ-4 Evidence Control.

The Crime Lab Operations Manual will be
updated to include the requirement to document
all transfers of custody on required forms.

Target Date: 9/30/2016

1A-2 Update the Crime Lab Concur — in progress
Operations Manual to ensure that
all evidence is entered into the
Property and Evidence system in
accordance with MCSO Policy GJ-

4 Evidence Control in a timely
manner. Target Date: 9/30/2016

Policy GJ-4 and the Crime Lab Operations
Manual will be updated to require evidence entry
into the property management system on the
earliest possible business day.

1A-3 Provide employee training on | Concur — in progress

documentation requirements and Training will be provided upon the official update

the timely recording of evidence - i
into the Property and Evidence of Policy GJ-4.
tracking system. Target Date: 9/30/2016

Conclusion #1B: Physical security of evidence needs improvement.

Recommendation MCSO Action Plan

1B-1 Update Crime Lab Division Concur — in progress
security procedures to include

AL Crime Lab now keeps interior doors closed and
keeping interior doors closed and

secured and evidence is secured in the evidence
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secured, and securing evidence in | room when not in use. The procedures will be
the evidence room when not in incorporated into the Crime Lab Operations
use. Manual.

Target Date: 9/30/2016

Conclusion #1C: Selected evidence in the custody of the Crime Lab was physically
located.

Recommendation MCSO Action Plan

None N/A

Issue #2: Case Management

Observation: The Crime Lab Division does not have a case management system
sufficient to ensure the timely completion and appropriate documentation and reporting of
casework. Specifically, Crime Lab Division does not track and monitor case turnaround
time, ensure reports meet documentation requirements, and ensure reports are submitted
to the Records Division and case agents in a timely manner. Further, the Microsoft
Access database used to manage the Division’s caseload does not have adequate data
and security controls, resulting in multiple data errors.

Although all 54 reports we examined had received supervisory review and included test
results as required, none of the associated bench notes met documentation requirements.
Additionally, 5 (9%) reports had not been received by the Records Division and 46 (85%)
had no record of submittal to case agents.

Conclusion #2A: Crime Lab Division should track and monitor case turnaround time.

Recommendations MCSO Action Plan

2A-1 Monitor and report case Concur — completed

turnaround time. Access has been updated with fields that will allow

tracking and reporting of turnaround time.

2A-2 Incorporate case Concur — in progress
management procedures into the

. Procedures for monitoring and reportin
Lab Operations Manual. 9 P 9

turnaround time and for submission of reports will
be incorporated into the Division Operations
Manual.

Target Date: 9/30/2016




Conclusion #2B: Casework is not documented in accordance with requirements.

Recommendation

MCSO Action Plan

2B-1 Ensure casework is
documented in accordance with
requirements by: (a) adding
supplemental report guidance to
the Lab Operations Manual, (b)
updating templates to include all
requirements, and (c) requiring
supervisory review of all essential
documentation requirements.

Concur — in progress

Requirements for supplemental reports will be
incorporated into the Crime Lab Operations
Manual. Report templates will be updated to
include requirements. Review of documentation
requirements will be incorporated into supervisory
reviews already in place. These requirements will
be considered when evaluating a new Laboratory
Information Management System (LIMS).

Target Date: 9/30/2016

Conclusion #2C: Crime Lab Division should track the distribution of all case reports.

Recommendation

MCSO Action Plan

2C-1 Verify all reports are
submitted to the Records Division
by obtaining and documenting
confirmation. Document the date
reports are submitted to case
agents.

Concur — in progress

Crime Lab will obtain and document confirmation
from Records Division in the Access system and
will document submission to case agents in the
LIMS once it is implemented.

Target Date: 12/31/2016

Conclusion #2D: Crime Lab Division’s caseload management system does not meet the

Division’s needs.

Recommendations

MCSO Action Plan

2D-1 Evaluate the feasibility of
implementing a laboratory
information management system
(LIMS), which would address all
case management and chain of
custody control weaknesses.

Concur — in progress

Crime Lab will work with MCSO Finance and IT to
evaluate the feasibility of implementing a LIMS to
meet the needs of the Division.

Target Date: 12/31/16

2D-2 Improve the security of the
case management database by
implementing available security
features, including limits to user
permissions based on job duties.

Concur — in progress

Crime Lab will work with IT to limit employee
access based on job duties. Access permissions
will be provisioned in LIMS upon implementation.

Target Date: 12/31/2016




Issue #3: Firearms Lab Reference Collection

Observation: The Firearms Lab is a Crime Lab subunit that houses a collection of
firearms that are used in forensic tests.

We found that MCSO Policy GJ-23 Firearms does not include key areas recognized as
important for the effective management of firearms, including: (1) central tracking of
firearms inventory data, (2) maintaining firearms inventories, (3) ensuring accountability
for safeguarding firearms, (4) requiring investigations into missing firearms, and (5)
diverting of firearms for agency use.

Our physical inventory of Firearms Lab’s collection revealed that all 338 reference
collection firearms listings in the collection catalog were materially accurate as of our
test date. Additionally, documentation for 30 randomly selected firearms showed
management had approved the transfer of each weapon into the collection.

Our test work of the Firearms Lab reference collection revealed that: (1) policies and
procedures are undocumented, (2) inventories are undocumented and performed by
employees responsible for managing the collection, (3) physical access to the collection
is not limited based on job duties, and (4) the application used to manage the collection
lacks an audit log of edited and deleted records. Additionally, the application was not
procured in accordance with County and MCSO policies.

Conclusion #3A: MCSO needs a comprehensive policy for controlling firearms.

Recommendation MCSO Action Plan

3A-1 Establish a comprehensive Concur - in progress
firearms control policy that
includes the following key areas:
(a) implementation of a permanent
property record, (b) periodic
counts and inventories, (c)
personal and supervisory
responsibility for the safeguarding | Investigative and disciplinary procedures are

of firearms, (d) investigations and | already set forth in MCSO Policies GH-2 and GC-
discipline procedures, and (e) 17.

diversion of firearms for MCSO Target Date: 12/31/16

use.

MCSO Bureau of Internal Oversight's (BIO) recent
audit also revealed areas for improvement, and
MCSO is working on policy changes. MCSO is
evaluating Cornerstone software to improve
firearms tracking.

Conclusion #3B: All firearms stored in the reference collection were accurately listed.

Recommendation MCSO Action Plan

None N/A




Conclusion #3C: Firearms were transferred into the reference collection with
appropriate management approval and documentation.

Recommendation

MCSO Action Plan

None

N/A

Conclusion #3D: Management of the Firearms Lab reference collection needs

improvement.

Recommendations

MCSO Action Plan

3D-1 Document Firearms Lab’s
established procedures and
incorporate additional best
practices to the extent possible.

Concur — in progress

Procedures will be incorporated into the Division
Operations Manual.

Target Date: 9/30/2016

3D-2 Perform and document
regular inventories that are
conducted by two independent
employees and reviewed by
management.

Concur —in progress
This will be an annually requested BIO function.
Target Date: 6/01/2016

3D-3 Limit physical access to the
collection based on job
responsibilities.

Concur — completed

Badge access was limited to necessary
employees. Physical locks were re-keyed and
keys were issued to necessary employees.

3D-4 Work with the Property and
Evidence Division to ensure
location codes in its system are
correct, including differentiation of
items checked out for temporary
use and permanent transfer.

Concur — in progress

Crime Lab will work with Property and Evidence
Division to permanently transfer the firearms
reference collection to Firearms Lab custody and
will review documentation to ensure location codes
are correct for items listed as out to Crime Lab.

Target Date: 4/01/2016

Conclusion #3E: The reference collection management software needs to be
evaluated for conformance to MCSO and County IT policies.

Recommendation

MCSO Action Plan

3E-1 Consult with the MCSO IT
Bureau to ensure the application
meets software use requirements.

Concur
Target Date: 12/31/2016




Issue #4: Building Access

Observation: We reviewed badge access listings for the Crime Lab building in order to
determine whether access to and within the Division is limited to authorized personnel.
We found badge access was limited to personnel who had received authorization.
However, improvements are needed to ensure access is limited based on job duties and
that access is terminated in a timely manner when no longer needed. We also found that
badge access restrictions may be circumvented by the use of physical keys.

Conclusion #4A: Badge access was limited to personnel who received authorization.

Recommendation

MCSO Action Plan

None

N/A

Conclusion #4B: Badge access controls should be strengthened.

Recommendations

MCSO Action Plan

4B-1 Establish and document
procedures for granting access to
and within the Crime Lab Division
building based on job
responsibilities.

Concur — in progress

Crime Lab will establish and document procedures
for granting access in the Division Operations
Manual.

Target Date: 9/30/2016

4B-2 Consider reorganizing the
current door groups and/or
creating additional door groups to
allow for access restrictions based
on job duties.

Concur — completed

Access to Firearms Lab and Crime Lab will remain
unchanged to allow access for lab maintenance or
emergencies; however, the firearms reference
collection has been restricted to necessary
employees. Badge access will be monitored and
tracked through the badge access system.

4B-3 Implement periodic access
reviews commensurate with
business risk and perform an
inventory of physical access
devices on an annual basis.

Concur — in progress

Crime Lab will perform access reviews annually
and upon separation of any Division employee.
The requirement will be documented in the
Division Operations Manual.

Target Date: 9/30/2016




Conclusion #4C: Use of physical keys can circumvent badge access restrictions.

Recommendation MCSO Action Plan

4C-1 Evaluate the necessity of Concur — completed

physical keys for all employees. An evaluation was made of employee access. All

Crime Lab analysts will continue to have physical
keys.




