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What is a Shared CROMERR Services (SCS) Electronic
Signature and why do I need one?

A SCS Electronic Signature will enable a user to submit and track electronic documents through the
Maricopa County Air Quality Department’s (MCAQD) Online Portal IMPACT). In order to access
the AQD Online Portal, you will first need to create your Electronic Signature.

According to the current regulations for electronic reporting, a list of requirements must be met
before a system can begin collecting environmental data electronically. These requirements are
commonly referred to as CROMERR (CROss Media Electronic Reporting Rule). The requirements
provide the legal framework for electronic reporting under Title 40 of the Code of Federal
Regulations to the Environmental Protection Agency (EPA).

As part of your SCS Electronic Signature creation, you will be required to verify your identity
through a third-party service called LexisNexis. Since MCAQD offers the ability to electronically
sign and submit information, these additional registration steps must be completed in order to
comply with CROMERR’s legal requirements.

Before you begin, please review the following information:

e If your organization/company has never had a permit with MCAQD, or if your
organization/company has recently changed ownership, please fill out and submit the Shared
CROMERR Services (SCS) Flectronic Signature Registration Form before attempting to
create your SCS Electronic Signature. Do not fill out this form if your
organization/company already has a current permit with the AQD.

e Individual consultants and performance testing companies must register themselves as an
Organization/Company before beginning the process of creating a SCS Electronic
Signature. If you are a consultant or performance testing company, please fill out and submit

the Shared CROMERR Services (SCS) Consultant Electronic Signature Registration Form.

e The access and use of a SCS Electronic Signature requires the creation of a user ID and
password that must be kept confidential. A SCS Electronic Signature is for individual use
only, and cannot be shared or accessed by anyone other than the original owner. For more
information, see the SCS Terms and Conditions.

The following steps will guide you through the process of setting up your SCS Electronic Signature.
If you have any questions throughout the process, please call 602-506-7833 or email

AQDImpact@maricopa.gov. You may also submit an online help request at
bitly/AQDOnlinePortal.



https://www.maricopa.gov/DocumentCenter/View/58354/Shared-CROMERR-Services-SCS-New-Account-Form-PDF
https://www.maricopa.gov/DocumentCenter/View/58354/Shared-CROMERR-Services-SCS-New-Account-Form-PDF
https://www.maricopa.gov/DocumentCenter/View/58657/SCS-Consultant-Registration-Form-PDF
https://encromerr.epa.gov/Scs/TermsAndConditions
mailto:AQDImpact@maricopa.gov
http://maricopacountyairquality.formstack.com/forms/impact_support

Step 1

Using Google Chrome as your internet browser, go to the EPA’s SCS electronic reporting site,
Encromerr.epa.gov. Please note other internet browsers will not support the SCS/AQD Online
Portal (IMPACT) system. You must also enable pop-ups on your internet browser.

To enable pop-ups on Google Chrome:
1. On your computer, open Chrome.

At the top right, select the three dots @ then select Settings.

At the bottom, select Advanced.

Under "Privacy and Security," select Site Settings.

Select Pop-ups and Redirects.

At the top, turn the setting to Allowed to disable the pop-up blocker altogether.

AN e

Once you have accessed the EPA’s SCS electronic reporting site, select Register with SCS.

Home Recent Announcements

SCS Advanced Shared Services . Contact Us

Forgot your Password or User ID?
Waming Notice and Privacy Policy

Welcome
Welcome to the Environmental Protection Agency (EPA) Shared CROMERR Services (SCS) - the Agency's electronic reporting site. The Shared CROMERR Services concept has been defined as a central point which



https://encromerr.epa.gov/
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Step 2

Begin by choosing your Partner/Program/Role.

Under Choose a Partner, search and select Maricopa County Air Quality Department.

“-T" EPA United Stales Emvarc
exme 2!

Scs Advanced Shared Services . Contact Us

SERVICES REQUESTED
Register By Partner | Register By Program

Partner { Program | Riole

Program ID

Terms & Condiions Begin by typing Environmental Partner name of related keyword(s) 10 filter the list of available partners (¢.g Alabama, Michigan, ¢tc ) or press “Register by
FProgram” for more hiters. To continue chick on the desired Partner.

Rules of Behavor Mae] =

Mancopa County Asr Quality Department
ACCOUNT PROFILE

Accourt Cwier
Caneel

Organization Information

Email Validation

VERIFY IENTITY

SIGHATURE AGRETMENT

Under Choose a Program Service, select IMPACT: IMPACT.

o)
- United States Ervironmental Protection Anency
EPA '

. Contact Ls

SCS Advanced Shared Services

SERVICES REQUESTED
Register By Pariner | Register By Program

Partner / Program / Role

Program 1D Choose a Partner » Mancopa County Air Cuality Departmeant

Termes & Conditions

Chonse a Program Senice

Type service related keywaord(s) to filter the kst of available programs (e g Compliance, Poral ete | To confinue click on the desired Program
|

IMPACT: IMPACT

Rubes of Behavio ‘

ACCOUNT PROFILE
Account Cwner ‘
Organization Information

Email Validation Cancel
VertFy loentiy

SIGNATURE AGRCEMENT

Under Choose a Role, choose from either Certifier or Preparer.

Choose based on your responsibilities within the organization/company
The otganization/company must first register a certifier
Individuals should not register as both a certifier and preparer

Organizations/companies can have multiple certifiers and preparers
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Certifier: A certifier is the duly authorized representative of the source or more commonly referred
to as the “owner” or “operator” of the facility. A certifier is authorized to modify the package a
preparer has assembled, and sign and submit the package to the EPA. A certifier may perform all the
tasks a preparer may perform, but also has submission signing authority.

Preparer: A preparer is the person responsible for the preparation of reports for signature and
submission by an authorized representative of the facility. Preparers may assemble submission
packages for the certifier's approval and signature. A preparer may not sign and submit a submission
package, and the preparer may only access packages in which they have prepared. Please note: a
preparer will be able to complete the SCS Electronic Signature process at step six of this training
guide. A preparer is not required to verify their identity with the third-party service LexisNexis.

\"."EP United 1

Home

SCS Advanced §

%, Contact Us

SERVICES REGUESTED
Register By Pariner | Regisier By Program

[ Partner | Program / Role

Choose a Partnes » Maricopa County As Quality Oepartment

Choose 3 Program Semnvice » IMPACT IMPACT

ation nfomatson

Wc CONINUE PREISE SEHCT @ ROk and Men press 1N Conlinue DUBion hal wil appear once 1ok & selcied
Cerlifier

Preparet

Email Validation
VERIFY IDENTITY
cancel

SIGMATURE AGREEMENT

When you are finished with this section, select Continue to proceed.

‘f," Em Unitledd Stales Environmental Profection Agency
Hidr e s

. Contact Us

SCS Advanced Snared Sevices

SERVICES REQUESTED
Register By Parner | Regisier By Program

| Fanner | Brogram | Foke

Choose a Partner » Mancopa County Alr Cuality Department

Chotst: a Program Savice b IMPACT. IMPACT

Rules of Behavior

Choose a Roke » Preparer

Account ProriLe

Account C
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Step 3

Next, read and accept MCAQD’s Terms and Conditions/Privacy Policy. Check the box at the

bottom of the screen that states, “I am this registrant...’

ronmenal Pre

’, and then select Accept to proceed.

Scs Advanced Shared Services

SERVICES REQUESTED

Partner | Program | Roke

Program ID
Terms & Conditions

Hules of Behawor

ACCOUNT PROFILE

Acezund Owner

Cganization Information

Email Vasiation

VERIFY IDENTITY

SIGHATURE AGREEMENT

% Contact Us

y Air Cuality D

The access and use of SCS Registration for the electronic submittal of envirenmental mformation require the creation of a user 1D and password that | must
maintan and keep confidentsal | will review the followang sleps concemang the creation and of a user 10 and

Wamning Notice
In proceeding and us. and ion systems, you that you fully and consent fo all of the
Eallowanig
1. youare us. aned syslems thal ane providid for olfical U.S. Gowsmment purposes only,
2 thonized acoess 1o o zed use of US. of systers is subject Lo caminal, civil, administrative, o olher
lewful aaction,
3 the term LS. Government information system includes systems operated on hehall of the U 5. Government,
4. you have na of prvacy any s, , or stored on U.S. Government infommation
systems;
5. at any time, the U.S. Government may for any lawful government purpose, withtut notice, monitor, intercept, séarch, and seize any authorized o
unauthorized communication i of from LS. systems of used or stored on LS, Government information systems,
. al any bme, the U.S. Government may for any lawful government purpose, search and sewe any aulhonzed or unauthonzed device, lo include non-U.S
Govemment owned d|.'vm|5. lhatslums U8, Governimel miormiaton
7. any i o slored on U8, Government information systems may be used or disclosed for any kwiul
gcmunmnl pEpose, |ndudmg hlﬂ ot IIIWH‘] o, administrative purposes, penetration festing, communication security monifong, personnel misconduct
inquiries; and

B you may nnr process or store classihed naunnal secunty information on this compuler system
Privacy Statemant

EPA vall s he personal dentitying informabion whech you provide for the expressed garpose of registrabon 1o the Shared CROMERR Sennces site and foc it
[ 1am this registrant. | will nol share rmy account, and | accept the terms and condibons, above
N

You have now completed the Services Requested section of the registration process. Please continue

to the Account Profile section.
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Step 4

Complete the Account Profile section. All information entered in this section applies to you, the
individual person registering. Enter your information under Account Owner. The email you

provide will be used to verify your identity. Do not use a shared email address that any other person

has access to. Under Account, create your SCS user ID and password. Then, provide answers to
three security questions, which can be used in the future if you forget your SCS login information.
Your SCS login password must be changed every 90 days. Select Continue to proceed.

é’.‘,EI’.ok United States Environmental Protection Agency

Home Recent Announcements

S Cs Advanced Shared Services

SERVICES REQUESTED
Partner / Program / Role
Frogram ID

Terms & Conditions

Rules of Behavior

ACCOUNT PROFILE
Account Owner
Orpanizstion Information

Email Validation

VERIFY IDENTITY

SIGHATURE AGREEMENT

Enter your sccount information

Enter Account Identity Information. (Passwords must be a minimum of & alpha-numeric characters and contain at lzast 1 of each of the following: uppercase
character, lowercase character, number. Passwords may not begin with & number nor contain the word “password” nor contain your User Mame.) A required field is

indicated with an asterisk {%).

Title

First Name *

Middle Initial

Last Name *

Surffix

Email Address *

‘Confirm Email *

Title:

First Name

Middle Initial

Last Mama

Suffice

Email

Confirm Email

. Cantact Us

w

User D *

Password *

Confirm Password *
Security Question 1%
Security Answer 12
Security Question 2 *
Security Answer 2 *
Security Question 3*
Security Answer 22

Show Passwords and Answers

User ID

Passward

Confirm Password

| What was your childhood nickname? v ¥ |
Security Answer 1

| VWhat street did you live on in third grade? v "|
Security Answer 2

| What school did you sttend for sixdth grada?

Security Answer 3

]
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Step 5

Complete the Organization Information. Begin by typing in your organization/company name in
the search bar. It is helpful to only type in the first couple of letters of the organization/company
name and then select Search.

If your organization/company is not found, you must submit the Shared CROMERR Services (SCS)
Electronic Signature Registration Form before you can proceed.

If you are a consultant or a performance testing company, you will enter your consulting company
name or performance testing company name into the search box. If it is not found, you need to

submit the Shared CROMERR Services (SCS) Consultant Electronic Signature Registration Form

before you can proceed.

] P United Stales Envionmental Protection Agency
\IE A

Home Recent Anmuncemenls

SCS Advanced Shared Services

SERVICES REQUESTED Type your organizatoncompany’s namsa

Partiver | Program / Role ST em— m

Progi
Advanced Search
Tiermms & Condions
Please seafch and Sekect an organization, If Ihe onganization |5 mol found, you will feed to contact e SCS Heip Desk

Rules of Behaviar

AccounT Proriug

VERIFY [OENTITY

SIGNATURE AGREEMENT



https://www.maricopa.gov/DocumentCenter/View/58354/Shared-CROMERR-Services-SCS-New-Account-Form-PDF
https://www.maricopa.gov/DocumentCenter/View/58354/Shared-CROMERR-Services-SCS-New-Account-Form-PDF
https://www.maricopa.gov/DocumentCenter/View/58657/SCS-Consultant-Registration-Form-PDF
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Once you have found the cortect organization/company, click Select; enter the
organization/company phone number, then select Continue to proceed.

Tyt your organizationicomgrany’s name

Advanced Search,

Please search and Select an arganization_ If the crganization s not found, you will need lo contict the SC3 Help Desk

Rules of Behayior

Arizona Public Service Company
ACCOUNT PROFILE ,

Phane Number *

Email Vi
Phone Ext

VERIFY [DENTITY

SIGMATURE AGREEMENT

Step 6

Once the Organization Information has been selected, SCS will send a verification email to the email
address entered in step four. This email will contain a link and validation code.

SCS Registration Verification Request Email Sample:

SCS Administrator <helpdesk@epacdx.net> Tue 1:37 PM

SCS Registration Email Verification Request “

You are receiving this email because you have successfully created a MARICOPA account with EPA Shared Services Portal. Please note, your registration 1s not vet complete. You will need
to confirm your account (L) by completing either of the following options:

a) Click the following link. You will need to enter the password that was selected during the registration process.

https://encromerr.epa gov/Registration/SubmitEmailValidation7User[d=MARICOPABA (01 &Code=6b9E0D595C16&Roleld=10768

If you click the link and it appears to be broken, please copy and paste it into a new browser window.
b) In your existing browser window, copy and paste the following code into the "Validation Code" field on the signature web page:
EWT 5

Once you have successfully logged into your account, you may be required to provide additional information. Any additional information will need to be completed before you are able to
access your Program Service.

Please do not respond to this message. If you have questions concerning this request, you may contact support at the hyperlink below.

Partner Help Desk https://encromerr.epa.gov/Hotlines?Code=MARICOPA

Maricopa County Air Quality Department
https://encromerr.epa.gov
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Click the link provided within the email, or copy and paste the provided code into the Validation
Code field on the signature web page. Select Create Account to proceed.

- United States Environmental Protection Agency
=P T

Home Recent Announcements

Scs

. Contact Us

Services REQUESTED Email Validation

Partner / Program / Role

You will soon receive an email confirmation message (at . a . _ ) with a validation code. Enter the code to activate your user account.
Resend validation code

Program ID
User ID
Terms & Conditions
Code

Create Account

Rules of Behavior

AccounT ProFILE

Account Ovmer
Organization Information

Email Validation

VERIFY lIpENTITY

SIGNATURE AGREEMENT

After you have completed the Email Validation section, you will receive an email indicating that you
have successfully created an Account. Please note that the Account is not yet activated. The
Account activation process can take up to five business days.

SCS Registration Status Change Email Sample:

H SCS Administrator <helpdesk@epacdy.net» Tue 1:40 PM

SCS Registration Status Change “

You have successfully created an account with EPA Shared CROMERR Services (SCS). You will be notified by e-mail when the account has been activated.
If you have questions concerning this change in registration status, you may contact us by email at helpdesk@epacdx.net or by calling the SCS Technical Support Staff through our toll free
telephone support on 888-890-1995 between 8:00 am to 6:00 pm (EST) Monday through Friday.

SCS Registration Home Page
https://encromerr.epa. gov

10
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Once the Account is activated, you will receive a separate confirmation email. The Account
activation process can take up to five business days.

SCS Registration Status Change Email Sample:

H SCS Administrator <helpdesk@epacdx.net> Tue 1:40 PM

SCS Registration Status Change v

Your Shared CROMERR Services (SCS) account has been activated by EPA.

If you have questions concerning this change in registration status, you may contact us by email at helpdesk@epacdx net.

SCS Registration Home Page
https://encromerr.epa gov

You have now completed the Services Requested and the Account Profile sections of the
registration process. Please continue to the LexisNexis Identity Verification, Electronic Signature
Agreement, and Signature Device Authentication sections to complete the registration process.

If you have registered as a preparer, you have now completed the SCS Electronic Signature

registration at this time. A preparer is not required to verify their identity with the third-party service
LexisNexis.

11
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Step 7

Once your SCS account has been activated, you will be asked to verify your identity with the third-
party service LexisNexis. Since MCAQD offers the ability to electronically sign and submit
information, these additional registration steps must be completed in order to comply with
CROMERR’s legal requirements.

Once all the requested information has been entered, check the box that you have reviewed the
information presented, and then select Verify to proceed.

\“‘"EP United States Environmental Protection Agency

Home Recent Announcements

Scs

Verify your identity with LexisNexis

. Contact Us

While your registration is complete, the program you registered for requires that you complete the Identity Proofing process for your account. If you do not complete this process slectronically, you will need to do it via a
paper-based process before you complete any signing activities within the system. The identity proofing provider, LexisNexis, will pull your first, and last name exactly as it's displayed on this page. [Click here] for details on
the paper based process.

Note: By clicking [Verify] you understand the service is voluntary and that you are validating personally identifying information including the last 4 digits of SSN against a 3rd-Party service LexisNexis®, which will return
evidence of validation of your personally identifying information back to the U.S Environmental Protection Agency. The U.S EPA will not collect or retain sensitive, personally identifying information such as your Social
Security Number (SSN); however, EPA will receive evidence of identity validation which may be used to identify you for legal purposes.

First Name
Middle Initial
Last Name
Home Address. Home Address
Home Address 2 Home Address 2
City City
State State v

Zip Code Zip Code
Home Phone Home Phone
Last4 of SSN SSN4

[ Show 55N
Date of Birth MM/DD/YYYY

/ (] I'have reviewed the name presented above and | would like to proceed with LexisNexis.

Use Paper Agreement

*If you choose to verify your identity via a paper-based process, select Use Paper Agreement on the
bottom of the screen. Please note that using a paper-based process will delay the applicant’s
access to the AQD Online Portal (IMPACT).

12



If your identity verification results have passed, skip to step eight. If your LexisNexis identity
verification results fail to meet the requirements, you will get a pop-up notification. From this pop-
up screen, you can select Continue and try entering your information again, or you can select Sign
Paper Form and bypass the electronic submission.

Attention

You have registered with an international organization. If you have a valid social security number
and wish to sign the ESA elecronically, click Continue to proceed with the automatic verification

process.
Sign Paper Form

13



How to Create a Shared CROMERR Services (SCS) Electronic Signature

After selecting Sign Paper Form, you will be directed to the Electronic Signature Agreement page.
Read over the information, and then select Sign Paper Form to bring up the print option on your
computet.

. Contact Us

scs

Paper SCS Electronic Signature Agreemeant
The SCS electronic signature agreement (ESA) i an agreement between yoursall and SCS that wil authonze your electronic signature. By signing the ESA you agree to adnere to the conditions listed on the agreement below,
Once the ESA has been signed, you will be authorized to sign andfor encrypt information for your data fow. For any questions regarding the SCS ESA please contact the SC5 Help Desk
Maricopa County Air Quality Department
ELECTRONIC SIGNATURE AGREEMENT

In accepling lhe election: sgrature credental ssued by Mancopa County Arr Cuakty | 10 sige subemited 1o Mancopa County fur Cualty Depariment's Shared CROMERR Services [SC5), and
s representatve for

Electronic Signature Holder Company Information

nazation Narme:

mail Address
ejistrant's Name:
CS User Name:
[ —— —
(1)1 Certify | have the authority to snter into this Agresment an behalf of the Organkzation identified abave and | am a signatory autharized o represent that Oy , and | am able 1o sign reports and
other information on behalf of that Organization in the capacity requined by statute andlor regulation
{2)}1 Certify that by signing this 1h d, and accept the terms and conditions of this Sleciion: SRANTE Agreement |mmwmrpmm|aw|mr|mmpumy
examined anc am Larukar with the n this dag un:l | belserve that the miormation 15 frue, accurale and complete | am aware that there are sic penathes for talse
including ihe possibility of fine and |mpnsonment
{3} Agres to protect ol my Shared CROMERR Senvce (SCS), user dentificaion and password, as well as knowledge based questions (KBOs) and answers froem use by anyone

except me. Spacifically, | agres 1o maintain the secracy of the password; | will not dvukge or delagate my user name, password, and KEs and answers (o any other indnidual, | wil not sore my password as well as KBQs and
answers in an unprotected locaban and | wall not allow My pAssword 1o b wiiten i computer scngis 1o achievs aomated login

(4) Agres to immadiately contact the Maricopa County Air Quality Department at 602-506-8010,_1 after suspecting misuse of my account. | will contact the Maicega County Ax Cuality Degartment at 602-506-8010, 1 as
soon s possible, but no later than 24 hours, after suspecting or determining that my user name and password have become lost, stolen, compromised or used inconsistent with SCS Terms and Conditions at

Ittgrs S il Ses/ it

(5} 1 agree to notify SC5 within ten working days if my dutles change and | no longer need o interact with the SC5 on behalf of my organization. | agree to make this notification by notifying the Maricopa County Air Quality
Depastment Technical Support staff at 802-508-6010y % or AQmiil@maricopa. gov.

{6} Understand that | will be Informed of prafile changes through my registered slectranic mall (&-mail) address whenever my User ienbificabion of passweord have been mortied

{7} Understand that SCE reports the last login date that my user ification and pa: used afer lagging into SCE.

{8) Understand and agree that | will be heid as. Iquly bound, obligated, and mpon;lbh for the use of my electronic signature as | would be using my hand-writien signature,

(%) Understand | will receive smail up sign and subimit an elecironic document 1o the SC3, | will receive an e mail at my registered & mail address; This e-mai
will inforrm me that a subimission has bﬁ:umadu. IDSCS fronm my wser accont and il mmau: ions 10 view regarding the inchuding rrry Copy of Record (Coft)

{10) Agree to report any susplclous activity so if | receive an e mail notification for any activity that | do not believe that | performed, | will notify Mancopa County Air Quality Department as soon as possible, but no later than
24 hours, after receipl

{11) Agree to contact the Maricopa County Air Quality Department if | do not recelve an e mail notification within & busmess days for any electronically signed submission using my credentials.

(12} Agres to report, within 24 hours of any svidence of y between any electioni: | s signed and submitled and what the $CS has received from me by contacting the Maricopa County
Aur Guality Department
(13} Agree to notify the Maricopa County Air Quality if | coase to the wntity specified above @s signatory of that iZation's eheclronic Ly the Maricopa Counly Air

Quality Depariment as s00n a5 this changa n reiationshay oceurs and 10 Sign 3 surrendss cerication at that time:
{14) Agres to retain a copy of this signed agreement as long as | conlinue to represent the regulated entity specified above as sgnatory of the company’s sheclronic Submissons
Mame of electronic signature hokder:
Signature:
Diatee .
PLEASE SEND THIS DOCLIMENT AS SOON AS POSSIBLE TO:
Mancopa County Asr Quahty Department
3800 N Central Ave, Suite 1400

ix, AZ 85012

Sagn Paper Form | Cancel

14



An additional screen will pop-up, select the button on the left hand corner of the screen indicating
Print to Mail. After you print the Electronic Signature Agreement, you must have your signature
notarized by a Notary Public. MCAQD can only accept forms that are hand-signed (wet
signature), therefore the form must be mailed or hand-delivered to the address listed on the
agreement.

Please note that using a paper-based process will delay the applicant’s access to the AQD
Online Portal (IMPACT).

Maricopa County Air Quality Department
ELECTRONIC SIGNATURE AGREEMENT

In accepting the el signature cred ] pssued by M County Air Quality Department to sign electronic
documents submitted to Maricopa Coumty Air Quality Department's Shared CROMERR Services (SC5), and as a
representative for

Electronkc Signature Holder Company Information
Jrganization Name:

Address:

Phone Number;
E-mail Address:
[Registrant's Name:
SCS User Nama:

(1) 1 Certify I have the anthority fo enter into this Agreement on behalf of the Organization identifiad above, and
I am a signatory authorized to represent that Organization, and [ am able to sign and submit reports and other
mformation on behalf of that Organization in the capacity required by statute and 'or regulation.

(2)1 Certify that by signing and g this , 1 have read, d, and accept the terms and

of this sijmture 2 1 m.ruf3 undu' penalty ufl:u lllal T have persenally examined and
am familiar with the i l 1 in this and I believe that the mformation is true, accurate and
complete, I am aware that there are sig penaltes for sub iz false mechudng the of
fine aned imprisonment

{3) Agree to protect the electronic signature credential, consisting of my Shared CROMERE. Service (SC5), user
wdentification and password, as well as knowledge based questions (KBQs) and answers from use by anyone except
me. Specifically, | agree to muintuin the secrecy of the password, T will not divulge or delegate my user name,
password, and KBQs and answers to any other individual; T wall not store nry password as well as KBQs and answers
m an unprotectad location; and T will not allow my password to be written mbo computer seripts to achieve automated
login

{4) Agree to immediately contact the Maricopa County Air Quality Department at 602-506-6010,  after
suspecting misuse of my account. 1 will contact the Maricopa County Air Quality Department at 602-506-6010,7 as
s00n a8 posaible, but no later than 24 hours, after suzpecting or determuning that my vser name and password have
become lost, stolen, compromused or used inconsistent with $CS Terms and Conditsons at

hittps:/icdx epa gov EpaSharedServicesPortal Sex TermsAndConditions

{53 T agree to notify SCS within ten working days If my duties change and I no longer need to wteract with the 3CS
an behalf of my erganization, | agree to make this notification by notifying the Maricopa County Air Quality
Department Technical Support staff at 602-506-6010, % or AQmunil @maricopa gov

{6) Understand that I will be informed of profile changes through my registered electronic mail (¢-mail) address
whenever my user identification or password have been modified.

(7) Understand that SCS reports the last login date that my user identification and password wers used immediately
after successfully logging mto SCS

(8) Understand and agree that I will be held as legally bound, abligated, and responsible for the use of my
electronic signature as [ would be using my hand-written signature

{9 Understand I will receive email upon use of my electronic sign: s0 whenever I el sgn and

submit an electronic document to the SCS, T will receive an e mail at my registerad e mail address; This &-mail will

mfnrm me that a submission has been made to SCS from my user account and will contain instructions to view
regarding the sul including my Copy of Record (CoR).

{10) Agree to report any suspicious activity so if | recaive an & mail notification for anmy activity that I do not believe
that I performed, 1 will notify Maricopa County Air Cuuality Department as soon as possible, but no later than 24 hours,
after receipt.

{11} Agree to contact the Maricopa County Alr Quality Department if I do not recelve an ¢ mail notiflcation
within 5 business days for any electronically signed submission using my credentials
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How to Create a Shared CROMERR Services (SCS) Electronic Signature

Once you have completed printing the form, SCS will direct you to an error page. From here, select
go to the Dashboard page.

o) -
United States Environmental Protection Agency F
f’EPA Logged in as (Log out)

Home: Recent Announcements

scs

We're sorry...

The page you are looking for [https:/lencromerr.epa.gov/ldentityProofing/null] is not available. Thefd CROMERR Services (SCS) site has been upgraded and it is possible that this page has been moved or renamed
You can use your browser's Back button to return to the previous page or go to the Dashboard page.

. Contact Us

Once you are at your dashboard, you will see under Action the status “awaiting electronic signature
agreement.” After MCAQD receives and processes the Electronic Signature Agreement, you will be
notified via email from SCS to log back into your account to continue the SCS Electronic Signature

registration process.

aEPA United States Environmental Protection Agency

Home Recent Announcements

S C S Dashboard

Program Services

Services | Profile | Mail | Submission History

Partner Program Service Role Org Action
MARICOPA  IMPACT Certifier Maricopa County Air Quality Department — Awaiting Electronic Signature Agreement

Showing 1to 1 of 1 rows

Advanced SCS Home | Privacy and Security Motice

For questions regarding this step, please contact the department at 602-506-7833 or

AQDImpact@maricopa.gov. You may also submit an online help request at

bit.ly/AQDOnlinePortal.
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How to Create a Shared CROMERR Services (SCS) Electronic Signature

Step 8

Next, you will be prompted to enter challenge questions and answers. Begin by selecting five
challenge questions and completing each answer. Be sure to save these challenge questions and
answers separately as they will be used frequently within SCS. After you complete the challenge
questions and answers, select Save Answers to proceed.

&

‘Q’ EP United States Environmental Protection Agency

Logged in as (Log out)

Home Recent Announcements

SC s . Contact Us

LexisNexis |dentity Proofing Successiul

SCS Registration: Additional Verification

You are registered for a program that requires eSignature PIN Verification. Please select five (5) challenge questions and answers. The questions that you select should be questions that you can remember, but difficult for
anyane else lo guess

Select 5 Challenge Questions and Answers

I show Answers

—

You will receive an automated email to confirm the submission of the challenge questions.

E-Sig PIN Questions Answered Email Sample:

SCS Administrator <helpdesk@epacdx.net> Tue 2:33 PM
eSIG-PIN Questions Answered (TEST)

v

You have provided answers to 5 eSIG-PIN questions on 10/8/2019 3:33:02 PM for SCS user account,
A Dashboard Inbox message has been sent with the questions you selected.
However, for vour protection, your answers are not provided. If you forget your questions or answers, you may reset your eSIG-PIN gquestions and answers through vour profile page or by contacting the

SCS Help Desk to request an eSIG-PIN Reset Authorization Code.
If you did not provide eSIG-PIN questions and answers, please contact the SCS Help and alert them of a possible security breach of your account.

SCS Registration Homepage
https-//encromerrtest. epacdxnode net

Shared CROMERR Services Portal
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How to Create a Shared CROMERR Services (SCS) Electronic Signature

Step 9

Next, you will be directed to the Electronic Signature Agreement screen. Once this section is
thoroughly reviewed, select Sign Electronically at the bottom of the page.

“"’EPA United States Environmental Protection Agency Loggedin as

Home Recent Announcements

SCS . Contact Us

The questions/answers have been saved

Electronic Signature Agreement

The SCS electronic signature agreement (ESA) is an agreement between yourself and SCS that will authorize your electronic signature. By signing the ESA you agree to adhere to the conditions listed on the agreement below.
Once the ESA has been signed, you will be authorized to sign and/or encrypt information for your data flow. For any questions regarding the SCS ESA please contact the SCS Help Desk.

Maricopa County Air Quality Department
ELECTRONIC SIGNATURE AGREEMENT

In the electroni dential issued by the Maricopa County Air Quality D to sign electronic d bmitted to Maricopa County Air Quality Department's Shared CROMERR
Services (SCS), and as a representative for:

El ic Si Holder Company Information

Otz Name: [Maricopa County Air Quality Department

Address: 3800 N Central Ave Suite 1400 Phoenix, AZ US 85012

Phone Number: (602) 506-5102

E-mail Address- [ ——

Registrant's Name: L

SCS User Name: B

L -

(1) T Certify T have the authority to enter into this Agreement on hehalf of the Organization identified above, and T am a signatory authorized to represent that Organization, and T am able to sign and submit
reports and other information on behalf of that Organization in the capacity required by statute and/or regulation

(2) I Certify that by signing and submitting this agreemem I have read, understand, and accept the terms and itions of this ¢l 1 agreement. I certify under penalty of law that I have
personally exammed and am familiar with the d in this agi and I believe that the information is true, accurate and complet: I am aware that there are significant penalties for submitting
false i luding the ibility of fine and impri.

(3) Agree to protect the elgfitronic signature credential. consisting of my Shared CROMERR Service (SCS). user ion and d_ as well as knowledge based questions (KBQs) and answers from
use by anyone except ecifically. I agree to maintain the secrecy of the password: I will not divulge or delegate my user name, password, and KBQs and answers to any other individual. I will not store my
password as well as and answers in an unprotected location: and I will not allow mv password to be written into computer scrints to achieve automated login.

Sign Electronically i

A pop-up window will appear requesting a Certification Acknowledgment. After thoroughly
reviewing the pop-up window, select Accept to proceed.

Certification Acknowledgement €

| certify, under penalty of law that the information provided in this document is, to the best of
my knowledge and belief true, accurate, and complete. | am aware that there are
significant penalties for submitting false information, including the possibility of fines and
imprisonment for knowing violations.

\
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How to Create a Shared CROMERR Services (SCS) Electronic Signature

Step 10

Now you will be directed to the Signature Device Authentication section. To complete this section,
follow the steps below.

1. Enter your password and select Log In.

‘\e’ EPA United States Environmental Prolection Agency ot (Log out)

Home Recent Announcements

Signature Device Authentication

%, Contact Us

User ID
Password @

| Show PBW

2. Provide the answer to one of your pre-selected challenge questions and select Answer.

EPA 2 i
- nited States Environmental Protection Agency .
7 Logged in as (Log out)

Home Recent Announcements

SGS

Signature Device Authentication

. Contact Us

Log In v Answer Secret Question

User D Question —
What is your favorite pet's name?

Password Answer

[ show Password B Show Answe
=3

3. Select Sign to complete the submission.

\Q’EPA United States Environmental Protection Agency Logged in as (Log out)

Home Recent Announcements

Signature Device Authentication

L, Contact Us

Log In v Answer Secret Question v

User ID Question Click Sign to compiete your submission
What is your favorite pet's name?

Password Answer

Show Pas! rd
R Show Answer
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How to Create a Shared CROMERR Services (SCS) Electronic Signature

How to Access the AQD Online Portal (IMPACT)

You will now be able to log in to your SCS Dashboard. Inside the Program Services box on the
home page, you will see that the Action indicates Awaiting Approval.

‘{,‘" EPA United States Environmental Protection Agency

Loggedinas (Log out)

Home Recent Announcements

S Cs Dashboard % Contact Us

Program Services Notifications (More)
Services | Profile | Mail | Submission History

No notifications

Partner Program Service Role Org Action

R S S o TS = Maricopa County Air Quality Department Awaiting Approval

Showing 1 to 1 of 1 rows

MARICOPA

Once MCAQD verifies your submission, you will receive an automated email to confirm that your
account is now active. The verification and activation process can take up to five business
days.

SCS Role Activation Email Sample:

‘Wed 10/02/2019 11:24 AM
SCS Administrator <helpdesk@epacdx.net>
Your SCS Role Activation (TEST) To

This email is to notify you that your Advanced Shared CROMERR Services (SCS) Certifier Rnle

In order to access this role, please login using your credentials via the SCS Registration Homepage: Litg.

After the confirmation email is received, the registration process is complete. On your SCS
Dashboard, click Visit to access the AQD Online Portal IMPACT).

3 EP United States Environmental Protection Agency

Logged in as (Log outy

Home Recent Announcements

Scs Dashboard . Contact Us
Program Services Notifications (More)
Sevices | Profile | Mail | Submission History | E-Enterprise Portal

No notifications.
Partner Program Service Role org \ Action
MARICOPA = = 5 = Maricopa County Air Quality Department Visit

Showing 1 to 1 of 1 rows
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How to Create a Shared CROMERR Services (SCS) Electronic Signature

Setting up Access to Multiple Organizations/Companies

If you are a consultant, performance testing company, or if you require access to more than one
organization/company, you must provide sufficient evidence to MCAQD that you are allowed to
access that organization/company information. This evidence can be a letter or email from a current
organization/company employee. This documentation can be emailed to

AQDImpact@maticopa.gov, or mailed to 3800 N. Central Ave., Suite 1400, Phoenix, AZ 85012.

Once the above step is completed, log into your SCS account dashboard. Inside the Program
Services box on the home page, select Services.

Y EPA dnied's ! . C
_ nited States Environmental Prolection Agency
7 Logged in as (Log out)

Home: Recent Announcements

|
SCS Dashboard . Contact Us

Notifications (More)

No notifications

Program Services
Services | Profile | Mail | Submission History

Partner Program Service Role org Action

MARICOPA IMPACT Certifier

Maricopa County Awaiting Approval

Showing 1 to 1 of 1 rows

The next screen will show a list of all the organizations/companies you currently have access too.
To add another, select the green box that says Add Program Service.

""" EP United States Environmental Protection Agency

Logged in as {Log out)

Home Recent Announcements

SCS . Contact Us

anage Program Services

IMaricopa County Air Quality Department

Maricopa County (401 E Jefferson St Phoenix, AZ US 85004) -
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How to Create a Shared CROMERR Services (SCS) Electronic Signature

Next, you will choose the Program/Partner/Role. See step 2 in the above instructions for detailed
steps. After you have made your selections, select Continue.

\S,; EPA Uniled States Environmental Protection Agency

Home Recent Announcements

SCS Advanced Shared Services

SERVICES REQUESTED

Partner / Program / Role

Program ID
Terms & Conditions

Rules of Behavior

ACCOUNT PROFILE
Account Owner
Organization Information

Email Validation

. Contact Us

| Register By Partner | Register By Program

Choose a Partner » Maricopa County Air Quality Department

Choose a Program Service » IMPACT. IMPACT

Choose a Role ¥ Preparer

| omo araver wcrscomy e mmyooueens |
[edor e ]
e S

Next, SCS will have you enter the requested Organization/Company. See step 5 in the above
instructions for detailed steps. After you have entered the information, select Continue.

o .
\.’EPA United States Environmental Protection Agency Loggedinas | (Log out)

Home Recent Announcements

scs

SERVICES REQUESTED
Partner / Program / Role
Program ID

Terms & Conditions

Rules of Behavior

ACCOUNT PROFILE

Account Owner

Organization Information

Email Validation

VERIFY IDENTITY

SIGNATURE AGREEMENT

. Contact Us

Type your organization/company's name

arizona Search

Advanced Search...

Please search and Select an organization, if the organization is not found, you will need to contact the SCS Help Desk

State of Arizona

1740 W Adams St Phoenix, AZ US 85007@

Email * ] Enter different email address

Phone Number * —_—— v

Phone Ext Phone Ext
Back to search resuits \




How to Create a Shared CROMERR Services (SCS) Electronic Signature

Next, you will read over the Electronic Signature Agreement then select Sign Electronically.

United States Environmental P on AQEncy S
\'EPA Logged in as

Home - Announcerents

SCS % Conlact L

Electronic Signature Agreement

The 5CS (ESA) I3 an ag between yoursell and SCS that will authonize your electranic signature. Dy gigning the ESA you agree 1o adnere 1o the conditions listed on the agreement below.
Cnoe the ESA has been ugnuj you will be autharized o sign andfor encrypl infarmation for your data flow. For any questions regarding the SCS ESA please contact the SCE Help Desk

Maricopa Connty Air Quality Department
ELECTRONIC SIGNATURE AGREEMENT

ared CROMERR

Tn accepting the electronic si Lential issued by Maricopa County Air Q
Services (SCS), and as 8 representative for:

County

ir Quality Departmen

Electronic Si Holder Company Information

i Neme: = —

Address ——

Phone Number: - il

E-mail Address. [—— —

Registrant's Mame- — -

SCS User Name: I ¥ Ll

L, 4

(1) T Certify T have the authority to enter into this Agreement on behalf of the Organization identified above, and T am a signatory authorized 1o rep that Chganization, and [ am able to sign and submit
reports and ather informanon on behalf of thar Organizanion i the capacity required by starure and or regulanon.

(2) I Certify that by signing and submitting this agreement, I have read, understand, and accept the terms and conditions of this ] i si 1 certify under penalty of law that T have
personally mmm:d and am fanuliar with the mif 1 this ag and [ believe thar the informanon 13 wrue, accurate and complete. [ am aware that there are significant penalnes for submormng
false infic luding the ibility of fine and i

(3) Agree to protect the of my Shared CROMERR. Service (SC8), user idennfi and 2s well a3 k ledge based (KB(Qs) and answers from

use by anyone except me. Spccjf:all} Tagree Iom:mmuth: secrecy of the password; I will not divulge or delegate my user name, password, and KBQs and :ns\\‘f_rs o any other individual; I will not store my
ssword as well as KROs and answers in an wmrotected location: and T wall not allow my sassword to be wiitten mio comuuter scrnts to achieve awtomated login

After signing electronically, a pop-up will appear. Select Accept.

Certification Acknowledgement €

| certify, under penalty of law that the information provided in this document is, to the best of
my knowledge and belief, true, accurate, and complete. | am aware that there are
significant penalties for submitting false information, including the possibility of fines and
imprisonment for knowing viclations.
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Now log into your SCS account dashboard. See step 10 in the above instructions for detailed steps.
After you have logged into your SCS Account, you will see inside the Program Services box on the
home page that the Action indicates Awaiting Approval for the new Organization/Company.

o) - = = -
\“,’EPA United States Environmental Protection Agency Logged in as (Log out)

Home Recent Announcements

SC5 Dashboard . Contact Us
Program Services Notifications (More)
Services | Profile | Mail | Submission History

No notifications
Partner Program Service Role Org \Acﬁon
MARICOPA IMPACT Certifier Maricopa County \ Awaiting Approval
MARICOPA IMPACT Certifier State of Arizona Awaiting Approval

Showing 1 to 2 of 2 rows

Once MCAQD verifies that you have permission to access the organization/company information,
you will receive an automated email to confirm that your request have been processed. The
verification and activation process can take up to five business days.
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