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1. Purpose
[bookmark: _GoBack]<Organization Name> <Insert Organization Mission Here>.  This policy establishes the <Organization Name> Information Security Incident Management Policy.  This policy is designed to support risk mitigation activities that stem from computer security incidents, by establishing of an Enterprise Incident Response capability.  The incident management program is one of four key enterprise IT security practices that is used detect, analyze, prioritize and handle Cyber Security Incidents which may occur within <Organization Name>.
2. Scope
The scope of this policy is applicable to all Information Technology (IT) resources owned or operated by <Organization Name>.  Any information, not specifically identified as the property of other parties, that is transmitted or stored on <Organization Name> IT resources (including e-mail, messages and files) is the property of <Organization Name>. All users (<Organization Name> employees, contractors, vendors or others) of IT resources are responsible for adhering to this policy.
3. Intent
The <Organization Name> Information Security policy serves to be consistent with best practices associated with organizational Information Security management.  It is the intention of this policy to establish an incident response capability throughout <Organization Name> and its business units for identifying, responding to and managing Information Security incidents which may occur across the enterprise environment.  This policy is also meant to support the overall <Organization Name> Information Security Policy by establishing a formal mechanism to facilitate the maintenance of an Enterprise Incident Management and Response Capability.  The capability is meant to remediate any Information Security Risks which are realized.
4. Policy
<Organization Name> has chosen to adopt the Incident Management principles established in the National Institute for Standards and Technology (NIST) Special Publication (SP) 800-61 “Computer Security Incident Handling Guide,” as the official policy for Incident Response.  The following subsections outline the incident management standards that constitute <Organization Name> policy.  Each <Organization Name> Business System is then bound to this policy, and must develop or adhere to a program plan which demonstrates compliance with the policy related the standards documented.  
· IR-1 Incident Response Plan: All <Organization Name> Business Systems must develop, adopt or adhere to a formal Incident Management Plan, which addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
· IR-2 Incident Response Training: All <Organization Name> Business Systems must maintain employees who are trained at least annually on industry best practices associated with incident response.  The training must include at a minimum; simulated exercises to demonstrate effectiveness in response to an incident.  
· IR-3 Incident Response Testing and Exercise: All <Organization Name> Business Systems must demonstrate that an incident response test has been conducted in association with their system at least every 3 years.  
· IR-4 Incident Handling: All <Organization Name> Business Systems must develop, adhere to or adopt within their Incident Management Plans, incident handling capabilities for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery.
· IR-5 Incident Monitoring: All <Organization Name> Business Systems must develop, adhere to or adopt incident monitoring processes which track and document information asset security incidents on an ongoing basis.  
· IR-6 Incident Reporting: All <Organization Name> Business Systems must report all identified Information Security Incidents to the Office of Information Security.
· IR-7 Incident Response: Assistance: All <Organization Name> Business Systems must develop, adhere to or adopt processes and procedures which provide them with the ability to appropriately investigate an incident which occurs, where “Cyber Forensics” capabilities are required.


Appendix A - References
The following references illustrate public laws which have been issued on the subject of information security and should be used to demonstrate <Organization Name> responsibilities associated with protection of its information assets.

a. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-53 Recommended Security Controls for Federal Information Systems Revision 3, Operational Controls, Incident Response Control Family, August 2009.
b. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-61 Computer Incident Handling Guide Revision 1 March 2008.
c. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-83, “Guide to Malware Incident Prevention and Handling.” November 2005.
