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What We Found 
Software Application 

We found the following weaknesses in the Office of the Medical 
Examiner’s case management system (CME): 

• Application controls are inadequate to protect against 
unauthorized access 

• The system lacks a sufficiently detailed audit trail function, and 
formal policies and procedures to properly handle errors 

• Existing controls do not protect confidentiality, integrity, and 
availability of sensitive data  

Weak access controls allow users to access data and authorize 
transactions that are not appropriate for their job responsibilities.  In 
addition, stronger error processing controls are needed to help keep 
data complete and accurate, as well as detect and deter potential fraud.   
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Physician Credentialing 

OME does not have an effective process to manage physician 
credentialing practices.  For instance, licensure expiration dates and 
professional certifications are not always documented.  This weakness 
resulted in 13 autopsies being performed by a physician with an expired 
license, a violation of state statute. 
 
 
We appreciate the excellent cooperation received from the management 
and staff while conducting these procedures. 

 
 
 
 
 
 
 
 
 
 
 
        
 
 

 

on, please contact Eve Murillo, 
Auditor, at 602-506-7245 or 
lo@.maricopa.gov 
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